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Summary  Cryptographic  techniques  are  employed  for  minimizing  security  hazards  to  sensitive
information.  To  make  the  systems  more  robust,  cyphers  or  crypts  being  used  need  to  be  analysed
for which  cryptanalysts  require  ways  to  automate  the  process,  so  that  cryptographic  systems
can be  tested  more  efﬁciently.  Evolutionary  algorithms  provide  one  such  resort  as  these  are
capable of  searching  global  optimal  solution  very  quickly.  Cuckoo  Search  (CS)  Algorithm  has
been used  effectively  in  cryptanalysis  of  conventional  systems  like  Vigenere  and  Transposition
cyphers. Linear  Feedback  Shift  Register  (LFSR)  is  a  crypto  primitive  used  extensively  in  design
of cryptosystems.  In  this  paper,  we  analyse  LFSR  based  cryptosystem  using  Cuckoo  Search  to
ﬁnd correct  initial  states  of  used  LFSR.  Primitive  polynomials  of  degree  11,  13,  17  and  19  are
considered to  analyse  text  crypts  of  length  200,  300  and  400  characters.  Optimal  solutions  were
obtained  for  the  following  CS  parameters:  Levy  distribution  parameter  (ˇ)  =  1.5  and  Alien  eggs
discovering  probability  (pa)  =  0.25.
© 2016  Published  by  Elsevier  GmbH.  This  is  an  open  access  article  under  the  CC  BY-NC-ND  license
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IntroductionIn  present  world  of  communication,  conﬁdentiality,  integrity
and  availability  of  a  message  can  be  ensured  only  if  the
 This article belongs to the special issue on Engineering and Mate-
rial Sciences.
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ontent  is  encrypted  before  transmission  using  crypto-
raphic  techniques.  On  one  hand  where  cryptography  deals
ith  the  encryption  of  messages,  cryptanalysis  (Bhateja
t  al.,  2015;  Heydari  and  Senejani,  2014) is  another  side
f  cryptography  used,  to  ﬁnd  plaintext  without  knowing  the
ey.  Cryptanalysis  requires  large  number  of  possible  keys  to
e  tested  for  most  of  the  cryptographic  algorithms  which
akes  it  a  time  consuming  process,  thus  making  the  results
bsolete  and  useless  if  not  obtained  in  time.  Cryptanalysis
hus  forms  a  subset  of  hard  optimization  problems  as  these
annot  be  solved  within  reasonable  time  by  using  standard,
athematical  and  deterministic  methods.  Research  is  being
icle under the CC BY-NC-ND license (http://creativecommons.org/
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arried  out  in  ﬁnding  automated  ways  to  compute  optimal
olutions  to  these  problems  and  it  has  been  observed  that
eta-heuristics  inspired  by  nature  provide  promising  results
n  this  ﬁeld.
In  this  paper,  we  use  Linear  Feedback  Shift  Register
LFSR)  (Som  and  Ghosh,  2012)  based  PN  sequence  for
ncrypting  the  plaintext  and  an  evolutionary  algorithm
Cuckoo  Search  Algorithm)  for  ﬁnding  the  key  for  decrypt-
ng  the  cypher  text.  We  use  LFSR  with  primitive  polynomials
or  encryption  as  this  approach  makes  the  key  more  secure
nd  difﬁcult  to  guess  by  the  intruder.  Cuckoo  Search  Algo-
ithm  developed  by  Yang  and  Deb  (2010a)  is  a  nature  inspired
echnique  which  uses  the  Levy  behaviour  shown  by  various
nimals.  New  solutions  are  generated  around  the  best  solu-
ion  obtained  so  far  which  speed  up  the  local  search  but  also
mploys  far  ﬁeld  randomization  which  prevents  the  trapping
f  system  in  a  local  optimum.  This  inspires  to  investigate
he  applicability  of  Cuckoo  Search  in  cryptanalysis  of  LFSR
ased  cryptosystems.  Literature  review  section  gives  a  brief
iterature  review  and  Linear  Feedback  Shift  Register  (LFSR)
ection  provides  a  description  of  LFSR.  Cuckoo  Search  (CS)
lgorithm  section  describes  the  Cuckoo  Search  Algorithm
ith  the  sub-sections  giving  a  brief  insight  in  the  mathe-
atical  foundations  and  the  approach  used  in  the  analysis.
itness  or  objective  function  section  describes  the  ﬁtness
r  objective  function  used  for  experimentation,  results  of
hich  are  presented  in  Experimental  results  section.
iterature review
warm  intelligence  has  emerged  as  an  important  subﬁeld
f  artiﬁcial  intelligence  with  promising  research  opportu-
ities  and  appreciable  results  when  applied  to  the  ﬁeld  of
omputational  problems.  Millonas  (1994)  puts  forward  the
asic  idea  behind  swarm  intelligence  as  employing  many
imple  agents  which  are  preferably  present  in  the  nature
hich  in  turn  lead  to  an  emergent  global  behaviour  as
o  rule  is  applied  to  them.  The  general  principles  that
rovide  a  channelized  approach  towards  swarm  intelligence
xplained  in  this  paper  helps  in  understanding  the  common
ehaviour  exhibited  by  the  various  swarms  like  ant  colonies,
sh  schools,  bee  colonies  etc.  and  aids  in  drawing  a mathe-
atical  formulation  for  the  behaviour.  These  mathematical
ormulations  help  in  drawing  meta-heuristic  algorithms
erived  from  nature  like  Ant  Colony  Optimization  (ACO),  Bee
olony  Optimization,  Particle  Swarm  Optimization  (PSO),
uckoo  Search  Algorithm  (CSA),  etc.  Meta-heuristic  algo-
ithms  (Yang  and  Deb,  2010b)  are  general  purpose  search
lgorithms  that  enable  complex  search  spaces  to  be  tra-
ersed  in  search  of  optimal  or  high  quality  solutions  to  a
iven  problem.
Danziger  and  Henriques  (2011)  gives  an  insight  into  the
act  that  the  concept  of  swarm  intelligence  or  bio-inspired
omputing  algorithms  can  be  applied  to  the  ﬁeld  of  cryp-
ography.  Khan  et  al.  (2013)  propose  a  novel  swarm  based
ttack  called  Ant  Colony  Optimization  to  the  cryptanalysis  of
ata  Encryption  Standard  (DES).  Dadhich  and  Yadav  (2014)
ive  a  cryptanalytic  approach  towards  4  round  DES  using
warm  intelligence  and  evolutionary  computation.  Geetha
nd  George  Amalarethinam  (2015)  have  proposed  ABCRNG,
.e.  Artiﬁcial  Bee  Colony  Random  Number  Generation  which
r
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an  be  applied  to  the  Public  Key  cryptography.  Yang  and
eb  proposed  a new  algorithm  called  Cuckoo  Search  (Tuba,
013)  which  was  inspired  by  the  brood  parasitism  exhibited
y  cuckoos.  This  approach  was  mathematical  sound  with  a
reat  amount  of  randomness  which  makes  it  quite  ideal  to
e  used  in  the  ﬁeld  of  cryptography  as  randomness  provides
trength  to  the  code  thus  increasing  the  security.
inear Feedback Shift Register (LFSR)
tream  cyphers  (Stallings,  2006) are  type  of  Symmetric-
ey  cryptosystems  that  encrypts  plaintext  one  bit/byte  at
 time.  Pseudorandom  number  sequences  (PNS)  (Som  and
hosh,  2012) are  sequences  whose  properties  approximate
he  properties  of  sequences  of  random  numbers.  These  are
ot  truly  random,  because  it  is  completely  determined  by  a
elatively  small  set  of  initial  values.
LFSRs  are  used  in  a  stream  cypher  to  generate  linear
equences  of  pseudorandom  numbers.  They  require  very  less
ardware  and  have  high  speed  of  operations.  A  n-stage  LFSR
s  of  maximum  length  if  initial  states  repeat  after  every
2n −  1)  bits.  The  contents  of  the  registers  are  shifted  by  one
osition  at  each  clock.  The  left-most  bit  fed  to  the  register  is
he  result  of  mod-2  addition  of  bits  corresponding  to  the  non-
ero  coefﬁcients  of  considered  primitive  polynomial.  The
ight  most  bit  is  used  to  form  the  pseudorandom  number
equence.  All  initial  states  should  not  be  ‘‘0’’s  because  the
FSR  would  remain  locked-up  in  these  states.
uckoo Search (CS) Algorithm
uckoo  Search  Algorithm  was  developed  by  Yang  and  Deb
2010a)  in  2009  inspired  by  the  unique  aggressive  reproduc-
ion  strategy  of  cuckoo  birds.  Cuckoo  birds  engage  in  brood
arasitism  in  which  a  bird  lays  and  abandons  its  eggs  in  the
est  of  another  species,  which  act  as  surrogate  parents  and
nwillingly  raise  her  brood.  Some  eggs  can  even  mimic  the
olour  of  the  host  bird’s  eggs  and  can  also  produce  sounds
imilar  to  its  chicks  in  order  to  dupe  the  host  bird.  Some  host
irds  do  not  behave  friendly  with  these  ‘intruders’  and  get
nvolved  in  a  direct  conﬂict,  in  which  they  throw  away  the
lien  eggs.  Otherwise,  the  host  birds  just  abandon  the  eggs
nd  nest  and  build  a  new  nest  somewhere  else.
escription  of  original  CS  Algorithm
uckoo  Search  Algorithm  is  one  of  the  powerful  nature-
nspired  population  based  stochastic  global  search  meta-
euristic  technique.  For  all  such  nature  inspired  algorithms
undamental  issue  is  the  balance  between  the  use  of  found
ood  solutions,  i.e.  exploitation  and  investigation  of  new
reas  of  search  space,  i.e.  far  ﬁeld  randomization  in  order
o  avoid  being  trapped  in  local  minima,  i.e.  exploration.  This
lgorithm  ﬁnds  this  balance  by  employing  levy  ﬂight  accord-
ng  to  levy  distribution  with  inﬁnite  mean  and  variance.  The
hree  main  idealized  approximation  rules  on  which  the  algo-
ithm  is  based  are  as  follows:
 Each  artiﬁcial  cuckoo  can  lay  only  one  egg  at  a time  and
dumps  it  in  a randomly  chosen  nest.
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•  The  best  nests  with  high  quality  eggs  will  be  passed  to  the
next  generation.
• Host  nest  number  is  not  adjustable,  i.e.  it  is  ﬁxed  and  the
egg  laid  by  the  cuckoo  is  discovered  by  the  host  bird  with
a  probability,  pa ∈  [0,1].  In  this  case,  the  host  bird  can
either  throw  away  the  egg  or  abandon  the  nest  and  build
a  new  nest.
In  this  algorithm,  potential  solutions  correspond  to
cuckoo  eggs.  To  make  things  even  simpler,  the  last  assump-
tion  can  be  approximated  by  the  fraction  pa of  ‘n’  nests  in
current  iteration  which  needs  to  be  replaced  by  the  new
nests,  i.e.  new  random  solutions  in  the  next  iteration.
Mathematical  formulation
While  ﬂying,  some  insects  and  animals  follow  the  path  of
long  trajectories  with  sudden  right  angle  turns  combined
with  short,  random  movements.  This  random  walk  is  called
Levy  ﬂight  (Yang  et  al.,  2013),  named  after  the  French
mathematician  Paul  Pierre  Levy.  This  behaviour  is  used  in
generating  new  solution  for  a  cuckoo  in  CS  algorithm  accord-
ing  to  the  following  equation:
x
(t+1)
i =  x(t)i +  ˛ˆLevy()  (1)
where  ˛  (˛  >  0)  is  the  step  size  which  is  adjusted  according  to
the  scale  of  the  problem  of  interest.  In  most  cases,  ˛  can  be
unity  or  some  other  constant.  This  equation  suggests  that
the  random  walk  is  a  Markov  chain,  i.e.  the  next  location
depends  on  present  location  given  by  the  ﬁrst  term  of  the
equation  and  the  transition  probability  represented  by  the
second  term.
The  transition  probability  advocates  entry  wise  multi-
plication  which  makes  the  exploration  of  the  search  space
more  efﬁcient  as  step  size  increases  exponentially.  The  ran-
dom  step  length  follows  the  Levy  distribution  which  has  an
inﬁnite  variance  with  an  inﬁnite  mean:
Levy∼u =  t−,  where  1  <    ≤  3.  (2)
Cuckoo  Search  for  cryptanalysis  of  LFSR
LFSR  is  used  to  generate  key  stream  bits  by  primitive  poly-
nomials.  Generated  PN  sequence  is  used  for  encrypting  the
plain  text  messages.  The  plain  message  is  converted  into
binary  message  using  Murray  code.  The  binary  plain  message
is  XORed  with  the  key  stream  bits  to  get  encrypted  mes-
sage.  To  get  plain  message,  we  generate  key  stream  bits  and
XOR  them  with  encrypted  message.  To  ﬁnd  the  key  for  deci-
phering  encrypted  message  Cuckoo  Search  based  approach
is  used.  In  this  approach  following  steps  are  involved:
Generating  the  habitat:  The  degree  of  the  primitive  poly-
nomial  is  entered  using  which  the  total  number  of  solutions
is  calculated  using  the  formula  2ˆn  −  1  where  n  is  the
degree  of  the  polynomial.  As  the  number  of  probable  solu-
tions  increases  with  the  degree  of  the  polynomial,  we  use
clustering  method  for  ﬁnding  out  the  optimal  solution(s).
An  approximate  cluster  size  is  calculated  by  rounding  off
the  value  obtained  by  2ˆn/n.
E
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Initialization  of  Cuckoo  Search  parameters:  Number  of
nests  will  be  equal  to  the  cluster  size  calculated.  Values  for
alien  eggs  discovering  probability  (pa),  step  size  parameter
(˛),  Levy  distribution  parameter  (ˇ)  and  sigma  ()  are  set
experimentally.
Initialization  of  discrete  nests  or  eggs  of  host  birds:  From
the  clusters  formed  out  of  total  possible  nests,  the  nest
with  the  maximum  score  for  the  objective  or  ﬁtness  func-
tion  is  used  as  the  initial  best  nest.  Using  this  initial  value
the  step  size  is  calculated.
Generation  of  new  nests  using  Levy  ﬂights:  New  nests  are
generated  using  Levy  ﬂights  simulated  by  Mantegna’s  algo-
rithm  (Mantegna,  1994).  The  best  nest  is  replaced  with  the
current  best  if  the  value  of  the  ﬁtness  function  is  greater
than  the  calculated  ﬁtness  function  value.
Discovery  of  alien  eggs  or  worse  nests:  A  fraction  of  worst
nests  are  discovered  with  the  probability  pa.  A  random
number  is  generated  and  if  the  probability  pa is  greater
than  the  random  number  then  a  new  solution  is  generated
by  biased  or  selective  random  walks.  The  existing  best  nest
is  replaced  with  the  new  solution  if  it  is  better  in  quality.
Criterion  for  stopping:  New  nests  are  generated  and  alien
eggs  or  worst  nests  are  discovered  using  the  proposed  steps
until  the  clusters  reach  their  maximum  value.  The  best
nests  from  each  cluster  are  written  to  a  ﬁle  for  further
analysis.
itness or objective function
itness  function  is  used  to  obtain  the  best  solution(s)  within
 large  solution  space.  It  indicates  the  proximity  of  the  pos-
ible  solution(s)  to  the  desired  solution.  For  analysis  of  LFSR,
 ﬁtness  function  is  used  which  give  high  score  for  a  piece  of
ext  similar  to  English  plain  text  while  low  for  random  text.
he  ﬁtness  function  is  based  on  15  most  frequent  mono-
rams,  bigrams  and  trigrams  as  found  by  Norvig  through
xperimentation.  The  formula  used  for  ﬁnding  ﬁtness  value
s:
itness  =
⎛
⎝
(∑15
i=1Fi ×  Wi
)
×  100
L
⎞
⎠
here  Fi is  the  frequency  of  features  as  monograms,  bigrams
nd  trigrams,  L  is  the  message  length,  Wi is  the  weights  of
rst  most  frequent  15  monograms,  bigrams  and  trigrams.
Using  this  formula,  an  average  ﬁtness  value  is  calculated
hich  is  used  as  a  threshold  value  for  comparing  the  quality
f  the  obtained  probable  solutions.  A  solution  generating  a
ecrypted  text  of  higher  ﬁtness  value  than  the  average  is
onsidered  one  of  the  optimal  solutions.  For  this  a  text  ﬁle
size  59  KB)  of  normal  English  text  from  various  books  and
rticles  was  created.  Text  ﬁle  after  removing  of  all  special
haracters  and  numerals  is  used  for  calculating  a  threshold
verage  ﬁtness  function  value.xperimental results
he  scheme  of  analysing  LFSR  based  cryptosystem  is  imple-
ented  in  MATLAB® on  2.8  GHz  PC.  English  text  of  size  200,
438  M.  Din  et  al.
Table  1  Text  length  =  200  characters,  ˇ  =  1.5.
Poly.  degree  n  =  10  n  =  15
Pa =  0.2  Pa =  0.25  Pa =  0.4  Pa =  0.2  Pa =  0.25  Pa =  0.4
11
CPU  time  (in  sec)  41.51  40.86  41.20  41.24  40.70  40.83
Best ﬁtness  value  2.64  2.64
13
CPU time  (in  sec)  483.67  480.57  482.51  482.18  480.10  483.21
Best ﬁtness  value 2.64  2.64
17
CPU time  (in  sec) 69,390  69,134  68,890  69,402  68,102  69,256
Best ﬁtness  value 2.63  2.63
19
CPU time  (in  sec) 276,543  277,534  277,560  277,542  266,545  276,459
Best ﬁtness  value  2.63  2.63
Table  2  Text  length  =  300  characters,  ˇ  =  1.5.
Poly.  degree  n  =  10  n  =  15
Pa =  0.2  Pa =  0.25  Pa =  0.4  Pa =  0.2  Pa =  0.25  Pa =  0.4
11
CPU  time  (in  sec)  57.05  57.94  57.30  57.25  57.56  57.27
Best ﬁtness  value  2.68  2.68
13
CPU time  (in  sec)  673.30  670.01  673.26  673.29  669.30  673.18
Best ﬁtness  value  2.68  2.68
17
CPU time  (in  sec)  92,520  91,562  92,678  91,672  91,529  92,561
Best ﬁtness  value  2.68  2.68
19
CPU time  (in  sec)  360,799  368,800  360,800  360,695  359,765  360,799
Best ﬁtness  value  2.68  2.68
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CFigure  1  For  text  length:  200  characters.
00  and  400  characters  are  used  for  analysing  results.  The
olynomials  used  for  encrypting  the  text  are  of  degree  11,
3,  17  and  19.  Murray  code  is  used  for  obtaining  binary
ext.  Experimentation  was  carried  out  with  different  param-
ters  of  the  CS  algorithm.  Probability  of  discovering  worst
ests  (pa)  are  assigned  three  different  values,  i.e.  0.2,
.25  and  0.4.  Value  of  ˇ  is  varied  between  three  values
1.1,  1.5  and  1.8).  The  values  of  search  domains  are  also
aried  and  assigned  three  values,  i.e.  10,  15  and  20.  Cor-
ect  initial  states  of  LFSR  have  been  obtained  for  primitive
W
b
hFigure  2  For  text  length:  300  characters.
olynomial  of  degree  11,  13,  17  and  19.  According  to  plot-
ed  graphs  (Figs.  1  and  2)  and  results  given  in  Tables  1 and  2
or  text  length  200  and  300  characters,  computational  time
ncreases  as  degree  of  primitive  polynomial  increases.
onclusione  have  developed  novel  approach  for  analysis  of  LFSR
ased  cryptosystem  using  Cuckoo  Search.  Developed  code
as  been  tested  for  varying  parameters  as  deﬁned  above.
HK
M
M
P
S
S
T
Y
YCuckoo  Search  for  analysis  of  LFSR  based  cryptosystem  
The  optimum  solutions  were  obtained  when  ˇ  =  1.5,  n  =  15
and  pa =  0.25.  Cuckoo  Search  may  also  be  applied  in  anal-
ysis  of  Non-Linear  Feedback  Shift  Register  (N-LFSR)  based
Cryptosystems.
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